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« Current Status & Comments
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Introduction

Protect

Safety B SiLs B  Health, Safety,

Environment

Protect

HSE, Process, Info,

— Confidence, National
Security

Security = SALs
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ISA-99 Document Series

IEC/TS 62443-1-1 = IEC/TR 62443-1-2
ISA-99.01.01 ¢ ISA-TR99.01.02

®

IEC 62443-1-3
ISA-99.01.03

Terminology, Master glossary of System security

concepts and models terms and compliance metrics
abbreviations

Published as 1SA-99.00.01-2007

IEC 62443-2-1
ISA-99.02.01 ~

IEC 62443-2-2
ISA-99.02.02

IEC/TR 62443-2-3 [
ISA-TR99.02.03 %

Establishing an IACS
security program

Operating an IACS
security pregram

Patch management in
the IACS environment

JIEC/TR 62443-3-1 [ IEC 62443-3-2 , IEC 62443-3-3 IEC 62443-3-4
ISA-TR99.03.01 ISA-99.03.02 ISA-99.03.03 ISA-99.03.04

Security technologies Security assurance SySmD SpNly Product development
for IACS levels for zones and requirements and < t
of Sondulie security assurance requirements
levels

Published as ISA-TR99.00.01-2007

IEC 62443-4-1 IEC 62443-4-2 - JEC 62443-4-3 IEC 62443-4-4
ISA-99.04.01 *= ISA-99.04.02 ISA-99.04.03 ISA-99.04.04

Applications, data

Embedded devices Host devices Network devices and functions

=] Published @) Published (Under Review) | A In Development B> Commentivote
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Types of SALS

 Target SALs .
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Using SALs: Process Example
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Using SALs: Manufacturing Example
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Level Definitions

1 Casual or Coincidental Violation

2

Intentional Violation Using Simple Means

[

Intentional Violation Using Sophisticated
Means

Intentional Violation Using Sophisticated
Means & Extended Resources
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Foundational Requirements

e o
AC UcC

Access Use
Control Control

e —
RA B]
Resource Data
Avallability Integrity

s
DC
Data

Confidentiality

“TRE

Timely
Response to an
Event

/
RDF

Restrict

Data Flow
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SAL Vector Format

&

SAL-?(|FR,]domain) =
{AC UC DI DC RDF TRE RA}

 Examples
— SAL-T(Control System Zone)={2 2 0 1 3 1 3}
— SAL-C(Engineering Workstation) ={3 3 2 3 0 0 1}
— SAL-C(RA, Safety PLC) =4

« Definition & usage still under development
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Current Status & Comments

- "%\

s Comment _ e
Define\ ) Review ~ —
— Incorporate

Compile

* General Comments
— Good Concept
— Some Misunderstanding of Use/Application
— More Quantitative Details Needed
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Moving Forward

* Formally Define SAL Levels
 Incorporate SALs and Vector Concept at All Levels
« Determine SAL Aggregation Methodology

* Proof-of-Concept Application Desirable
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