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Overview

• Introduction

• ISA-99 Document Series

• Types of SALs

• Using SALs

• Level Definitions

• Foundational Requirements

• Vector Format

• Current Status & Comments

• Moving Forward

• Questions
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Introduction
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ISA-99 Document Series
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Types of SALs

• Target SALs

• Achieved SALs

• Designed SALs

• Capability SALs
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Using SALs: Process Example
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Using SALs: Manufacturing Example
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Level Definitions
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Foundational Requirements
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AC
Access

Control

UC
Use

Control

DI
Data

Integrity

DC
Data

Confidentiality
RDF
Restrict

Data Flow

TRE
Timely 

Response to an 

Event

RA
Resource

Availability
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SAL Vector Format

• Examples

– SAL-T(Control System Zone) = {2  2  0  1  3  1  3}

– SAL-C(Engineering Workstation) = {3  3  2  3  0  0  1}

– SAL-C(RA, Safety PLC) = 4

• Definition & usage still under development
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SAL-?([FR,]domain) =

{AC   UC   DI   DC   RDF   TRE   RA}
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Current Status & Comments

• General Comments

– Good Concept

– Some Misunderstanding of Use/Application

– More Quantitative Details Needed
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Moving Forward

• Formally Define SAL Levels

• Incorporate SALs and Vector Concept at All Levels

• Determine SAL Aggregation Methodology

• Proof-of-Concept Application Desirable
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• Jim Gilsinn
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