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Executive Summary

Since the attacks of September 11, 2001, security has become an international concern and a household term.  ANSI/ISA standards such as those from ISA-SP50 on Fieldbus, ISA-SP88 on batch control and ISA-SP95 on enterprise -control system integration have added value to the process control and manufacturing community by establishing models, terminology and information exchanges that provide the ability to share information in an open and standardized way. This openness, however, increases vulnerability to misuse and attack by individuals with malicious intent. Since September 11, each ISA standards committee chairperson has been asked to evaluate the need to address security concerns within standards being considered and to add security sections to those standards as appropriate. While this approach will eventually work, it dilutes scarce security expertise resources, delays identification of appropriate risks and responsive measures, and could lead to conflicting approaches to security.  Conflicting approaches could compromise the open connectivity of the standards we have worked to develop.  Hence this project proposes to develop an overview standard that is focused on the security issues related to process control and manufacturing systems, which can then be augmented as necessary by other standards.

The purpose of this proposed ISA Standard for Manufacturing Execution & Control Systems Security is to address a specific subset of security concerns, as applicable to process control, manufacturing, and operational systems.  It is the intent of this proposal to define the overall structure for a Manufacturing Execution & Control System Security standard, and to provide a high-level outline and approach for creating the proposed standard.

Manufacturing Execution & Control Systems Security Scope

Manufacturing Execution & Control Systems Security as proposed is defined as those practices and standards meant to preclude unauthorized access and/or changes to real time process control and manufacturing operations and systems through the system’s interfaces to external systems.  

Process systems and manufacturing systems are governed by a number of laws and regulations targeted at safety.  These include gas and electric utility, chemical processes, and other industrial process safety, food safety, pharmaceutical product safety, environmental safety, equipment safety, control system safety, and the like. Security is imperative in environments such as these, where changes to control or manufacturing systems logic, settings or information could cause failures of systems or equipment, such that the public health and safety, employee health and safety, or equipment damage results.    Safety or risk analyses in these industries has typically established potential and consequences of various failures, and provided the bases for associated system and manufacturing execution & control system design, maintenance, and operation.  This standard introduces a new and unique set of causes, which much be considered throughout the design, construction, and operation of the affected systems and equipment.  As noted above, before manufacturing execution & control systems were connected and communicating with external networks, these issues were not of concern.

Steps to safeguarding manufacturing execution & control systems and related  information may be generally defined in three categories:

1. Identification and Classification of Manufacturing Execution & Control Systems and Related Information

There are a number of different ways to categorize manufacturing execution & control systems and information created, stored, used, and handled by these systems.  The committee will review and develop general guidance as to appropriate approaches to categorize and thus provide a basis and guidance for further actions, including prioritization and approaches to protection.

The first challenge of an organization is to define what susceptible manufacturing execution & control systems and related information it has, what value each is to them, what value it may be to others, and the implications of false or maliciously altered information.  Initially this applies to all manufacturing execution & control systems.  This applies to information in their possession and information that may come from outside sources.  Manufacturing execution & control systems and/or information are then organized and categorized in terms of overall importance to that organization as well as the possibility of safety degradation or operational disruption.  An information sensitivity analysis would identify and assess the importance of the manufacturing execution & control system information and risk potential if obtained or manipulated by unauthorized individuals.  Since not all unauthorized access could be considered the same level of risk, information also would be ranked by risk based upon the nature of various groups of individuals.  Given information may be more serious if revealed to one person as opposed to another, based upon their motives for using the information.

2. Who Uses Information

The standard will define ways to identify information, to assign a risk value to it, and to identify how information is used.   This knowledge is critical in determining how best to protect information.  Security can be counterproductive if it protects information very well, but at the same time denies normal and timely use of the information. As such, it is necessary to determine who uses the information, what is the time-sensitive nature of delivery, and how responsibility of control of information should be passed from party to party.

3. How to Safeguard the Information

The standard will define practices, procedures, and the application of technology to provide an overall process for security.  Once all information has been identified and classified, and its use understood, the proper procedures and/or technologies to implement the desired level of security and acceptable risk can be selected.

In this category, all security tools such as encryption, password protection, physical security and other methods may come into play.  No one of these tools may define security as a whole, but are part of the array of tools used in the overall security process.  The defined tools and practices may be used to attain an adequate level of security.  

Using the tools defined in the standard, organizations will be able to create processes and practices that ensure a reasonable degree of security with an acceptable risk profile defined by business process requirements.  The proper methods for use of the tools described will be defined in detail because lack of understanding of underlying business process requirements or misuse of the tools described may result in a breakdown of security, and an increase of vulnerability.

Manufacturing Execution & Control Systems Security Outline

The ANSI/ISA format for standards documentation will be used. The following outline is for the major body of the document.  A draft scope and purpose for the committee (and standard) have been provided.

1. Section I – Scope

Manufacturing Execution & Control systems whose failure or compromise of contained information could endanger public or employee health or safety, or cause economic loss, and which have interfaces providing communications with external systems.

For the purposes of this standard, manufacturing execution & control systems is taken in the broadest possible sense, to include both process control, manufacturing operations and systems, continuous, discrete, and batch, control and safety systems, serving all types of plants, facilities, and systems in all industries.

2. Section II – Purpose

This committee will establish standards, recommended practices, technical reports, and related information whose application will help to preclude unauthorized access and/or changes to control systems, through the system’s interfaces to external systems.  

The purpose of the Manufacturing Execution & Control Systems Security Standard is to prevent unauthorized access to and/or change of manufacturing execution & control systems information, which could affect the efficiency or safety of the controlled operations, or compromise information resulting in economic loss to the owner.

3. Section III - Definition of terms

4. Section IV – Categorization - Identification and Classification of Manufacturing Execution & Control Systems and Information

Some potential goals of this section are to:

· Define practices by which organizations may identify and classify manufacturing execution & control systems that should be considered for security.

· Define practices by which organizations may identify information categories that are relevant to manufacturing execution & control systems

· Define practices by which organizations may assess the value and risk potential of their information and the risk from possible malicious alteration of that information, relevant to manufacturing execution & control systems and associated external interfaces

· Define practices by which organizations may define and understand the roles of their own personnel and systems in relation to information management

· Define practices by which organizations may evaluate information flow in such a manner that will ensure that the right people and systems have adequate information in a timely and secure fashion.

5. Section V - Addressing Manufacturing execution & control Systems Security

Section V seeks to identify the categories of available security tools, standards, and methods. This section will also identify and define methods to assist organizations in the selection of proper and adequate practices and technologies to meet manufacturing security goals.

A central theme for this standard will be an explanation that security is not a product of specific actions and/or technologies.  Rather, it is a continual process of action, assessment, protection, and review.

The goals of this section are to:

· Define practices and means which organizations may use to assess technology to apply to security needs

· Define practices by which organizations may continually evaluate the security process to identify and mitigate specific risks.

Referenced Standards 

This information is subject to revision and will be an agenda topic for the proposed SP committee. The following is a list of existing standards and standards projects that will be referenced by this proposed standards project:

· ISO 17799, Information Technology Code of Practice for Information Security Management, from 15 Feb 2001

· ISO 15408, Common Criteria

· ANSI/ISA-88.01-1995, ANSI/ISA-88.00.02-2001, ANSI/ISA-95.00.01-2000, ANSI/ISA-95.00.02-2001, and others to be determined.
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