March, 1994
      DOC: IEEE P802.11-94/xxx

March, 2007
 ISA SP100.11a-010


ISA SP100.11a
Wireless Industrial Automation Networks

	Project
	ISA SP100.11a Working Group for Wireless Industrial Automation Networks 

	Title
	<Minutes for Karlsruhe 2007 Meeting>

	Date Submitted
	[23 March 2007]

	Source
	[Pat Kinney]
[<Kinney Consulting LLC>]
[address]
	Voice:
[ +1.847.960.3715  ]
Fax:
[   ]
E-mail:
[pat.kinney@ieee.org   ]

	Re:
	[Karlsruhe Meeting Minutes

	Abstract
	[SP100.11a Karlsruhe Meeting Minutes

	Purpose
	[In compliance to ISA rules for standards and practices committees.]

	Notice
	This document has been prepared to assist the ISA SP100.11a.  It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s). The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor acknowledges and accepts that this contribution becomes the property of ISA and may be made publicly available by SP100.


Meeting Minutes for Systems TG, Monday March 19, 2007
8:15am
 Systems TG meeting called to order by Pat Kinney

Agenda was reviewed and secretaries were identified for the day.  Mike Dow volunteered to be the secretary for AM1.  Attendance is included in Annex A.
8:30am 

Dan Sexton began reviewing the system drawings that Jay Werb created. Dan asked for comment.  There was some discussion about not pinning functionality to devices.  David Kaufman asked that we have a legend for what the line weight and dotted lines indicate. Ludwig W. mentioned that this was a similar drawing as figure 2 of the TRD.  After discussion, it was determined that their differences. A suggestion was made to change the Routing Node to Field Router Node. Rick Enns asked to remove the connection points of the backbone router. Rick Enns wanted to show more mesh nodes to show more of a mesh system. Rick Enns would like to put a Network Manager as a separate device. Dan suggested we needed a set of icons for devices and a separate set of icons for functionality. Rick also suggested that Jay needed to add some verbiage to the drawings. Pat stated that this drawing when finalized needed to be folded back into the TRD. Klaus asked that we make a distinction of what part of the wired or wireless network was within the SP100 scope. Dan then discovered we had not been talking to the most recent drawing. This drawing showed the deeper mesh that Rick was asking for.

Discussion then began on Jay’s System drawings that show the devices in stack representation. Much discussion ensued about whether the Backbone Router was properly represented. Rick E. believed you needed to represent an Application Layer. Rick showed his version of the stack representation. Rick suggested an alternate picture that he sent to Pat Kinney to be recorded. There was some debate about the name Backbone Router again. An alternate was proposed of Encapsulation Router. It was decided to table the naming of the Gateway Router to a lunch session led by Pat. Dave Brandt suggested that we add another stack drawing called a SP100 Adaptor for legacy devices.

Pat asked if any more drawings are needed. Dave Brandt asked for more technical drawings that showed all the possibilities for each device. Pat suggested that these more technical drawings could be part of the theory of operation for each of the different sections of the specification.

10am
AM2 TRD review

Ludwig reviewed changes recognizing there is missing text from Phoenix participants

Diagram Figure 1 changed to reflect expansion (decoupling of network and transport layer)

Data link layer got broken out into separate layers and associated SAPs 

Explicit recognition of more than one user application

User Application Processes have SAP with each to talk to other layers as well as management process SAP

Management process exchanges messages with peer level processes through its own SAP

Chris H. proposed addition of SAP at upper Data Link sub-layer.  Question of need for SAP at MAC layer if there is a SAP at upper Data Link Sub-Layer.  Chris provided a justification for communication and access by management entity directly to each layer. Open question-does the MAC sub layer need a SAP to a MLME. 15.4 only has one SAP at UDL.

Recommended to have one SAP for UDL that goes down into DLL.  

Question: why addition of multiple UAP?  Added in Phoenix, need for multiple application layer processes to support different data/networks/embedded in the same infrastructure and need to individual manage for coexistence.  Could also be front end for security and NM application.

Added service access points both for management as well as data

There may be need for separate as well as combined management entities, which would dictate individual SAPs/interfaces.

Duplication in application sub-layer removed.

Revisions expected for Figures discussed in the earlier session (Session 1) amended to reflect auto configuration mode inclusion in NM section (gateway is consumer of this info, NM is responsible for configuration and generation of associated information)

Security TG is responsible for additional information

Dave Kaufman will be responsible for validation of values at the end of the document with the end user community.

Pat Kinney will ask for affirmation of the TRD contents at the end of system TG meetings.

Dick C. raised questions:


What do you mean by maximum networks in definitions? Ludwig answered with definition (independent, overlapping networks)


Is this similar to Work Group layers in Windows? Do you have to be in the same network to communicate (without having to go through a gateway)? Yes.


(Klaus) Are distance requirements expressed properly? Min is equal or less than, Max is equal to or more than. 


Is directional requirement case specific (environment, deployment)? A: free air distance.  Could use more definition in specification (interference free environment)?
TRD modification language to be added to: TRD Distance calculated in free space, line of sight, interference free environment.

Q: Is the max distance sufficient at 1 km?  A: Sicco Dwars’ example requires 10-20 km.

Calculation at 10 dBm (2.4 GHz) is 975 m.  

Discussion: Do we now need a channel model?  Trying to avoid.

Discussion: Are there modification for link distance by use case/environments (factory, field, etc) Notation is a possible way to modify use cases but this is not the document to make those notations explicit.

Drivers for distance driven by user requirements not modeling. 

Pat K. question: do we even want to have these numbers in the document.  Bluetooth segment ranges by classes of application.

Dan: Intent is for specification to cover physical ranges of applications (2m to 20 km), as guidelines for use, but that they shouldn’t be handled as absolutes because of the family of ranges of application use cases.  This application scope language may need to be added to TRD.

PHY group could create ‘classes’ of use to add more granularity for link distances by application type.

Dan: Distances are for characterization of uses not absolute requirements for every use case.  

Would you expect the same performance given different power, antenna, etc? 

Pat K Q: is it appropriate for users to define a distance for qualification of SP100?

Dan language on min/max:  Application space requirements for SP100a distances are at a minimum 2m and at a maximum 10 km, anything else is out of the design scope.

Dan: Get rid of omni vs. directional and let user requirements dictate the configs for the respective applications.

Discussion of performance of 900 MHz vs. 2.4 GHz, FCC regulation

Discussion of performance at sub 2 m distances.  Challenge of flooding local nodes under 2 m with radiated power.  Proposal that less than 2 m can be addressed by vendors but won’t be specified in the standard.   

Users will have to address sub 2m with implementation/configuration management delivered in User Guide.

Chris: Colocated transmitters may be able to be managed through channel mgmt and scheduling. Implementation can address some of these concerns, argues for centralized NM controller.

Dan: Has seen the sub 2m anomalies in numerous instances but has not done a specific experiment. These distances require -105 to -110 dBm receive sensitivity.

Rick: Chipcon/TI has modeled channels, distance for Tx/Rx pair sensitivity to manage coexistence.  Rick will locate that engineering study.

Pat: Do we leave this absolute distance requirement out of the specification.  Dick C: Standard must define how spec is tested and users are informed as to performance.  

Pat: User Requirement Document can specify that there is must be a performance test specification in the standard but not have to specify that distance.

Dan: SP100a standard shall specify procedures for testing and implementation of devices for node to node distances of up to 10 km.

Pat: Remove distance specifics from the TRD and push

Klaus: are the routing depth numbers (256) realistic.  

Suggestions that 10 hops may be outlying boundary. 

Jose: what is the architecture that supports multiple configurations of networks for different distances and latencies?

Dan: question is about minimum number of hops that must be considered for routing table?

Jose: 10 hops would be maximum necessary to support.  

Rick: max routing depth equates to time to live field, should allow for large range numbers 

Pat: difference in devices requirements vs. what standard allows for.

Tom P: routing device needs to know local vicinity

Language added to distinguish “standard support’ from ‘device support”

Pat: no minimum specification in the standard; language should be reworded to clarify confusion on Min/Max requirements.  

Pat: Max router connections question:  Is 256 a number that the standard must specify or is it a requirements for the device

Routers 256 connections include nodes, other field routers, gateway, field devices (handhelds).  

Standard shall support devices capable of 256 connections

Tom: make the number 250 or something less than 256 to allow for headroom 

Dan: Standard shall support devices with up to 128 direct connections 

Tom: need to allow inexpensive way for people to have a null entry, proposes 125 as the number.  

Tom: Proposes smaller number for max field devices, 20k-50k for standard to address in a single network.   Distinguish high accuracy vs. low accuracy clock devices.

Pat: asks for affirmation of TRD

Issues raised for security not included.

Mike D: would like to see changes reflected in the document before it is approved

Rene: there should be some specification of latency

Pat: Security group will meet to specify language for TRD

Ludwig: supports the addition of latency requirements

Questions about implementation issues for latency involve timings and processing/computation in addition to network transport.

Rick: standard should provide mechanism for addressing and providing identification of low latency requirements as well as the measurement of the actual latencies instead of an absolute latency requirement

Rene B will head tiger team to draft language for latency

Tom: latency can include joins and there can be different time constants depending on type and use case

Network time is germane to scheduling as well as resolution to bound latency

Dave: Include Paul S. Because he has user data from surveys that contain latency needs

Rene S: Implementation and commissioning require additional definitions and specification in the standard

Pat: No vote on affirmation of changes now, will be handled later

Discussion of the need for Principles of Operation document:

Pat: are there user requirements for PoO that need to be driven into the standard?

What are the differences between TRD and PoO:


TRD is the ‘what’ needs to be supported


PoO is the “how” it is instantiated

Discussion of the presence of requirements in the TRD vs. having them addressed in PoO

User information and opinion necessary to define scenarios

Session closed; next system meeting is Thursday. 

PM1 and PM2 - System TG Monday 3/19/07

Attendance: about 26

Vote for Terminology

· 1/3 for Encapsulation Gateway, and Termination Gateway

· 1/2 for Network Gateway, Application Gateway

· 2/3 for Network Gateway, Translation Gateway

· 1/1 for Encapsulation Gateway, Application Gateway

· 3/2 for Backbone Router, Gateway

SP100.11a will use the terms Backbone Router and Gateway

Overview of the Principles of operation - Input from the System TG

Discussion of the sections to be included in the document ensued, with the starting point of the TRD sections with added material for functions.
Principles of Operation outline included as Annex B.  The list was compiled as a first pass. The list will be edited by the editor.

SP100.11a Release 1 Scope presentation by Dan Sexton and Pat Kinney (Doc: SP100.11a release 1 scope)

Discussion ensued as to what it means that the "Network Manager standardization" will not be in release one. At Jose's suggestion the Network Manager and Gate portions moved to a "may not include" class and discussed later this week

· Includes a provision for one Phy (802.15.4 2.4 GHz) in release 1.
· Calls for a demonstration team to setup for the ISA show in Oct

·        SP100.11a Release 1 Proposed Schedule:
· 21 March: Affirmation of scope for the first release scope
· 22 March: Affirmation of architecture diagrams
· 22 April: First draft of principles of operation
· 21 May: Framework of draft standard finished
· 24 May: Complete principles of operation

· 26 July: Draft Standard presented for WG review (albeit with TBDs)

· 2 Oct: SP100 demonstration at ISA expo

· 5 Oct: Draft Standard presented and released for Working group letter ballot

· 5 Nov: Letter ballot closed and comment resolution is started

· 17 Dec: Comment resolution completed and draft released for recirculation 1

· 27 Dec: Recirculation 1 is closed; comment resolution starts

· 21 Jan 08: Comment resolution completed and draft released for recirculation 2

· 31 Jan 08:  Recirculation  2 completed and draft is released to SP100 for first committee letter ballot

Discussion of schedule and process implied by the schedule

Discussion ensued as to mentioning factory automation applications. Dick C. suggests adding the words "without excluding factory automation" to the application.  It was noted that DSSS is implicit in the 2.4 GHz 802.15.4-2006 physical layer statement. Pat will add a system architecture page to the presentation that lists what it shall include.

·        Both a universal application and tunneling applications are planned to be in release 1.

Motion: That the Systems TG recommends that the SP100.11a WG adopted slides two and three as the basis of release 1

Moved by Dick Carol, and seconded by José Gutierrez.

A friendly amendment to modify the slide to include lifecycle costs in the overall cost clause was accepted by the mover.

Upon neither further discussion nor objection the motion carried by unanimous consent..

The Road Map discussion was moved up from Thursday to replace the Dual Phy discussion that is not needed to be addressed now due to the vote. 
The road map for release 2 is based on the major items deferred in release 1.
· Critical class 1 to 5 applications in addition to monitoring
· Additional gateway functionality as needed
· Additional network manager functionality as needed
· Dual/alternate phys alternative e.g. sub-GHz. Narrow band Frequency Hopping, licensed bands, high speed, 5.8 GHz, etc.

Architecture for multiple Phys: Lead by Dan Sexton

· Document name: Karlsruhe dual Phy
· Review a series of diagrams concerning a series of combinations at the gateway, router and field devices
Action Item: Dan, Paul, Dave Kaufman and Dick Caro were asked to take the presentation and modify it to make it easily understandable for the user community.

Tuesday, March 20 2007

8:15
Pat Kinney, co-chair of SP100.11a, called the SP100.11a WG session to order.  Attendance is captured in Annex C.  Pat Kinney and SP100.11a attendants thanked Ludwig Winkel and Siemens for hosting this session.

Pat Kinney presented the Karlsruhe opening report (SP100.11a Opening Report-Karlsruhe r0)

Pat Kinney reviewed the Karlsruhe agenda (Karlsruhe Mtg. Agenda r2).  The agenda was approved by the WG by unanimous consent.

Pat Kinney presented the motion from the Systems TG that recommended the WG to approve the scope of release 1.  Pat Kinney presented the following motion:

That the SP100.11a WG approves the scope of SP100.11a release 1 of the draft standard as per slide 39 (SP100.11a Opening Report-Karlsruhe r0) and also approves the system architecture requirements as listed on slide 40.

Furthermore it is agreed that release 2 will include:

· Critical class 1 to 5 applications in addition to monitoring

· Additional gateway functionality as needed

· Additional network manager functionality as needed

· Dual/alternate Phys such as narrow band frequency hopping, sub-GHz, licensed bands, high speed, 5 GHz, et.; driven by user requirements

Moved by: Paul Sereiko

Seconded by: José A. Gutierrez

Vote Results: Unanimous, motion carries
Pat Kinney asked all TGs and members to review the schedule included in the opening report, to address any issues with it in their meetings, and to come to the closing meeting ready to vote on this schedule.
Opening TG reports were presented by the TG chairs.
Coexistence presentation by Dr.-Ing. Lutz Rauchhaupt (isa.ifak.rauchhaupt.pdf)
ISA announcement

Pat Kinney read an email from Wayne Manges noting that Pat Kinney is now under the ISA payroll.  The text of this email is included in Annex D.
Wednesday, March 21, 2007

17:00
SP100.11a WG called to order.

Closing TG reports were presented by TG chairs.

Pat Kinney presented the schedule as per slides 43 and 44 of SP100.11a Opening Report-Karlsruhe-r1.ppt. 

Motion:

That the SP100.11a WG affirms its intent to adhere to the schedule as shown on slide 43.

· Moved by José A. Gutierrez

· Seconded by: Mike Dow

Following neither discussion nor objection the motion carries by unanimous consent.
Pat Kinney and the WG attendees thanked Ludwig Winkel for his significant effort and attention to detail allowing for a very successful session.

18:00
WG session was adjourned
Thursday, March 22, 2007

Systems TG Issues and Progress (AM 1)

PHY (Chris Herzog)

Narrowing scope has been helpful, but the TG still has lots of work to do.  The TG chairs will work out issues within the Phy/DLL task group.

Application/Gateway (Mike Medley) 

Mike displayed a matrix that delineated each task with schedule and risks.  Mike further presented several questions that must be resolved in order to move forward.

Biggest item for Mike was to resolve new application layer proposal from David Brandt with the current application layer as proposed by Honeywell which was the accepted and voted in basis application layer.  Mike and Pat agreed to have David Brandt and Alex Chernoguzov work together to consider David’s proposal to improve Honeywell’s basis offering into a “merged offering” for the best solution for SP100.

Network Mgmt (René Bischof)

System task group needs to create end to end scenarios so that each group can know what to do. Pat and Dan agreed that STG should create this scenarios SP100.11a

Rene presented the following motion that had been passed by the Network Management TG:
That, for the first release of SP100.11a, the network management task group will recommend that the Network Manager function will be a central application that will not preclude implementation in a distributed but coordinated framework.  Coordination of applications will be left up to vendors to implement for release 1.

Jeff Potter supported such a motion from the Security group as he felt is could have been generated with almost same wording from Security group.

Discussion ensued regarding centralized and de-centralized network mgmt.  A similar motion was drafted for consideration by the Systems TG:
That, for the first release of SP100.11a, the Systems Task group affirms that the Network Manager and Security functions shall be central applications that shall not preclude implementation in a distributed but coordinated framework.  Coordination of applications will be left up to vendors to implement for release 1.

Moved by: Christos Polyzois

Seconded by: Jeff Potter

Vote Results: Upon hearing neither discussion nor objection, the motion carries with unanimous consent.

Security (Jeff Potter)

Presented General Consensus items for open discussion – there was none.

Discussed passed motion to define minimum information for secure state.

Three major security topics identified:

· Provisioning

· Join Process

· Key Management

TRD will be produced by Tom and Jeff within next week using input from all parties.

AM2 Thursday, 22 March 2007

Certification

Discussion ensued as to the need for certification to be included in the SP100.11a roadmap.
· scheduling of certification

· need for certification agency

The consensus of the Systems task group was approve by the work group and the general SP100 general body at the May meeting the request to ISA for certification commitment to meet schedule given by SP100

System description of nodes joining a network

General process for deploying SP100 devices was presented by Dan Sexton.  

Phases of SP100 devices were discussed / defined:

· device states within phases were discussed / defined
· Rick Enns presented additional details relating to the join process ("Basic Joining Concept", presentation given in security session already)
· Rene Struik presented additional details relating to the join process ("Infrastructure Security for Industrial Networks")
· Summary of the key differences as noted by Rene:

· different underlying crypto protocols possible

· doesn't depend on symmetric keys only; allows also for asymmetric keys
· doesn't require pre-shared secret keys (in a public key scenario)
· bottom line: more flexibility for the user

Action Item: Dan Sexton will summarize and distill this discussion into a preliminary Principles of Operation

System Task Group Logistics:
· next telephone conference will be 30 April 2007
Annex A


	Jens
	Albers
	Nanotron

	David 
	Brandt
	Rockwell

	Dick
	Caro
	CMC Associates

	Alex
	Chernoguzv
	Honeywell

	Mike
	Dow
	Freescale

	Rick
	Enns
	Dust Networks

	Hans
	Gerlach (guest)
	Festo

	Jose
	Gutierrez
	Emerson

	Mark
	Harris
	Rotork Controls Ltd

	Toshi
	Hasegawa
	Yokogawa

	Chris
	Herzog
	Software Technologies Group

	David
	Kaufman 
	Honeywell

	Pat
	Kinney
	Kinney Consulting LLC

	Soumitri
	Kolavennu
	Honeywell

	Gerald
	Kupris
	Freescale - Germany

	John
	Lampe
	Nanotron

	Ian
	McPherson
	Apprion

	Mike
	Medley
	Emerson

	Klaus Sønderskov
	Nielsen
	Danfoss Communication Technology Centre

	Kenji
	Ooishi
	Yokogawa

	Larry 
	Pereira
	Adaptive Instruments

	Tom
	Phinney
	Honeywell

	Jeff
	Potter
	Emerson 

	Vincent
	Ribiere (guest)
	Cisco

	Paul
	Sereiko
	KAPM Strategic Management

	Dan
	Sexton
	GE Global Research

	Rene
	Struik
	Certicom

	Kevin
	Towers
	Omnex Controls

	Don
	Wadsworth
	Omnex Controls

	Christoph
	Weiler 
	Siemens

	Ludwig
	Winkel - Host
	Siemens

	Marty
	Zielinski
	Emerson


Annex B

Principles of Operation Format
1. Scope

a. What this document is for

b. What is covered by this document

2. terms and definitions

3. normative references

4. General System Overview

a. Introduction

i. SP100.11a scope

ii. Purdue

iii. Stack model

b. Topology

i. Device types

ii. Routing

iii. mobility

c. Network Formation

i. introduction

ii. Joining

1. time for a device

2. time for a network to form

d. Timing

i. Time propagation

ii. Synchronization

iii. Communication timing

iv. Network time

v. Latency

e. QoS

i. Bandwidth allocation

ii. latency

f. Commissioning/Decommissioning

i. Set up procedure

ii. Trust management

1. Key management

iii. Device Replacement

iv. Removal procedure

g. Power/Energy management

i. Battery power device support

ii. Scavenging power device support

h. Addressing

i. Message types

ii. Network identification

iii. Device identification

i. Reliability

i. Redundancy

1. device

2. paths

ii. Robustness

iii. Power cycle recovery

iv. Fault Recovery

j. Maintenance

i. Diagnostics

ii. Firmware upgrade

iii. Repair/replace

k. Migration

i. Road Map

l. Interoperability

i. Device types

ii. Multiple Phys

iii. Other options

iv. SP100

v. Other standards

5. Phy

6. MAC

7. UDLs

8. Network

9. Transport

10. Application

11. Gateway

12. Security

a. auditing

13. Network Management

a. topology control

b. merging

Annex

a. Coexistence

b. Time diagrams

c. Application Examples

d. Worldwide regulatory environment

e. Channel Models

f. TRD cross-reference
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Annex D

Wayne Manges, Chair of ISA-SP100, asked this message be posted on his behalf 

++++++++++++++++++++++++++++++++++++++++++++++ 

I know that all of you on the ISA-SP100 committee join me in wishing the best to those of our colleagues who are convening in Karlsruhe, Germany this week at the ISA-SP100.11a meetings. Under the able leadership of co-chairs Pat Kinney and Dan Sexton, I am confident that we will continue the progress that has been made over the past few months.
And, I am pleased to announce that a recent decision by ISA to contract with Pat Kinney to serve as the lead editor for preparation of the draft ISA100.11a standard is expected to further enhance our progress and success. ISA is funding Pat to lead us in an aggressive timetable with writers for each proposed section of the standard identified by the end of March, and the initial detailed outline draft ready for ISA-SP100 leadership team review by the end of May. The document will undergo a revision cycle with a new draft available for discussion at ISA-SP100 meetings in late July, and the proposed standard is expected to release for ISA-SP100 committee ballot by 30 September.
To meet this timetable, I believe that all members of ISA-SP100 need to focus on active contributions to the preparation and review of this draft document. Our working groups should focus their efforts in the next few months on the needs of the ISA100.11a document writing group and be prepared to contribute technical insights and reviews quickly when requested. We need to focus the efforts of the entire committee on writing this standard so we can meet our timetable for this document. We can resume our diverse efforts for development of future releases and other wireless applications in a few months after we achieve this initial success.
The contributions of technology and knowledge from suppliers are proving to be an invaluable part of allowing us to move our work forward.   Several companies have made significant technology and resource contributions throughout the initial stages of the standard committee’s work.  Likewise, the input from asset owners about their experiences and needs are critical to the work of our committee.  The extensive use case data that we have collected over the past year provides a solid foundation on which we can merge user needs with practical technology solutions to achieve a useful standard.
It is expected that the draft standard will offer a very robust, secure, and reliable solution for the targeted industrial market. The technologies that are expected to be embodied include; standard 2.4 GHz IEEE 802.15.4 radios for global deployment, frequency or channel hopping with meshing for increased reliability, and a single robust application layer interface for broad usability and interoperability in connecting to legacy plant systems.
We expect that the technical options that we explore will evolve and change as we work on this draft. If we continually keep our goal in mind of making sure that this standard is the best possible standard for the users in the process and manufacturing communities, we’ll be successful. 

Thank you for your cooperative and constructive spirit, and your continuing important contributions.
Wayne [image: image1.png]
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